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Question 1

WWWw.ipcisco.com

SENIOR LEVEL NETWORK ENGINEER INTERVIEW

Question: What is the difference between
unicast, multicast, and anycast? Follow-up: /

Give an example _\pf anycast usage// R

-

F l _j:
Answer: Unicast, 1( Answer: Anycast

Multicast, Anycast | Example

Unicast (1-te-1) =) ows/con
_,- Server A

Recenver
One-io-one communication. ;
Multicast (1-to-Mamy) Esr:?\{gﬂéi

; [_:I Group 1
Sender EE !;I

DNS/CON
Server G

One-to-many group communication
Anycast [1-to-Nearest) e
0J Anycast is used in DNS  |&
- <:L:1N 4 servers or global content [=5
Soudar P
L delivery networks to route [%
e clients to the nearest

Unicast: one-to-one, server based on
multicast: one-to-many, network topology and

anycast: one-to-nearest. perfurmance metrics.

J LS

o
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Question 6

wWwWWw.ipcisco.com
SENIOR LEVEL NETWORK ENGINEER INTERVIEW

Question: What is the difference
between uplink ancl downlink ports‘?

Answer: Uplink vs.
Downlink Ports

Core/Distribution | 5L~
Switch ,

Uplink Port
(To Higher Layer)

mf B

PC Luptop Pnnter

Uplink: connects to
higher-layer switch
(towards network core);
Downlink: connects to
end devices (towards
network edge).

Access ===\ =2
Switch r’_] Downlink Ports .

w\tin End Davices) L
/ l 'ﬂ

Answer: Importance
of Distinction

Praper Hierarchical
Traffic Flow Metwork Design

ﬁ
C

cm\
A

P S acess

Bl E e Sonima

Management

Ensures proper traffic
flow, optimized
performance, prevents
loops, and enables
a scalable,
manageable
hierarchical network
design.
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Question 29

WWWw.Ipcisco.com

SENIOR LEVEL NETWORK
ENGINEER INTERVIEW

Question: Active vs Passive mode in
““. LACP — what's the difference? >
@Follow-up: Which mode initiates

7

Answer: Active vs
Passive Mode

" .

Active
LACP
{ Mode picpets

Lg:ﬁ;s Passive
Mode

Active sends
LACP packets;
Passive listens

only.

s o B

_“\\y negotiation? /é

Answer: Negotiation
Initiation

Active Passive

Mode *Z— Mode
Active mode
initiates
negotiation.

Switching | CCNP




Question 41

WWW.ipcisco.com

SENIOR LEVEL NETWORK ENGINEER INTERVIEW
INTERVIEW

Question: What is link aggregation used for?
Follow-up: Does it increase single-flow speed?

-

u
-
= 1)
—tt Logical Link

Answer: Link
Aggregation Purpose

i
3 AT

"= (EtherChannel/LACP)

It combines
multiple physical
links into one
logical link.

“’! y

%
Answer: Single-Flow
Performance

_— Single Flow
===2M-_ (e.g, File Transfer)

Gy, ;,'“fo -

i3~ Logical Link
- (EtherChannel/LACP)

No, a single flow
uses one link only.

Switching | CCNP
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Question 46

WWWw.ipcisco.com

SENIOR LEVEL NETWORK

ENGINEER INTERVIEW <

Question: Wha is the function 6f a BP"D in STP?

E::

- ’f

Fnllnw-up What happens if BPDUs are blocked‘f‘

e

7

Answer: BPDU
Function in STP

BPDU
(Bridge Protocol Data Unit)

>

o

|
Switch B

BPDU carries spanning
tree information
between switches. It
exchanges topology
details to select the
root bridge and
determine path costs.

\

1),

\.

Ewitch c

b b il

Answer: Blocked
BPDUs Consequence

@

_'\\

BPDU
Fllter

R
—

Switch D

Broadcast Storm

If blocked, STP can't
detect loops, causing
broadcast storms. This
leads to network
instability and potential

Switching | CCNP
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Question 58

SENIOR LEVEL NETWORK SECURITY
ENGINEER INTERVIEW

Question: What is the default
Administrative Distance of
EIGRP internal routes? "z
Follow-up Question: What IS;the
“ADrof: EIGRP external’routes‘?

~

Answer: Answer:
= EIGRP Internal AD & EIGRP ExternalAD

EIGRP internal routes i EIGRP external routes
have a default have a default
Administrative Distance Administrative Distance

(AD) of go. , Distance (AD) of 170.

i\ -n

@l |: ?T )
I tli-T-':1 ;
- K =
l-.- L J"ﬂ

ENCRYPTION AD
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Question 59

WWW.IPCISCo.com

SENIOR LEVEL NETWORK
ENGINEER INTERVIEW

Question: What is the purpose of the OSPF DR
and BDR? Follow-up: How are they gLecfed? g
F - S 7

[ Answer: Purpose of ||l Answer: OSPF DR/BDR
|  OSPFDR/BDR |l Election

.

DROTHER DROTHER e 2
LSA Priority: 10, Priority: 10,
DR = i—b'@"' Router 1D: Router ID:
“ EDR 1 192.168.1.1
LSA

e

4 192.168.1.2

-ﬁ- -%
—— R R2 Elected DR “—aitd
Multi-broadcast (Higher RID)
LSA Domain T

Natwork
DROTHER DROTHER

| The DR (Designated Router) Election is based on the
and BDR (Backup Designated |||} highest OSPF priority; if equal,
Router) reduce LSA flooding }/)| highest router ID is used. The
in multi-access networks. router with the highest value
| They act as central points for becomes DR, second highest
LSA exchange. becomes BDR.

. 7 |\ 7

The DR and BDR optimize OSPF performance on multi-access <>
networks by minimizing control plane traffic.

Routing | CCNP © IPCisco.com




Question 64

WWW.ipcisco.com

SENIOR LEVEL NETWORK

= ..ENGINEER INTERVIEW ...
e .

Question: How does BGP prevent routing loops?
. Follow-up: Which attribute is used?.

.H‘:-.

%

Answer: BGP Loop Answer: The Key
Prevention Mechanism Attribute (AS-Path)

3

BGP update

Roube upénie
AS-Pathc [300, 200, 100]

AS-Path Attribute {u' *:\
[65001, 65002, 65003} (lﬂ[]] I'

(K 15

| ' Routes containing the local i'-S e rejected
Rejected: | The AS-Path attribute records the sequence of
Local AS (TN} | ASes a noute has traversed, allowing the kocal
in AS-Path | | A% to detect if it has already seen the route

By checking the AS-Path Which attribute is used?
attribute. Routes The AS-Path attribute is
containing the local AS used to detect and
are rejected. prevent loops.

Routing | CCNP Page 73 © IPCisco.com
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Question 119

wWWwWWw.ipcisco.com

SENIOR LEVEL NETWORK ENGINEER INTERVIEW

: iu' | p f .-‘j_.-'
Question: A host cannot reach the network.

Which layer do you check first?
Follow-up: What do you verlfy at that layer'?

~ 4

Answer: Answer:
First Layer Check Layer 1 Verification

OSl

Model

L1 Q@I

Interfacs Status:
Layer1
i.'F'hysu:al Layer) Up/Up

Cables, link lights,
and interface
status.

Network Troubleshooting | CCNP Page 133 © IPCisco.com




Question 125

www.ipcisco.com
SENIOR LEVEL NETWORK ENGINEER INTERVIEW

Question: When should you use
debug commands?
Follow-up: What is the main risk?

—

Answer: Ideal
Usage Scenario

Standard Logs
(Insufficient)

High CPU/Memory

Debug Camrﬁﬁnds | Utilization
(Detailed)

When logs are | They canimpact
insufficient. performance.

Network Troubleshooting | CCNP Page 139 © IPCisco.com
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